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Abstract

Prior to the Fourth Industrial Revolution (4IR), products determined demands, leading

to mass production by large-sized enterprises. It is however proposed that after the

4IR, production and consumption will become customised because it is demand that

will create products, and this will be led by innovative start-ups and small and medium

enterprises (SMEs). SMEs are attested to be the main drivers of export, economic

growth and employment.  It is theorised that the ability to gather, combine and use the

knowledge embedded in people and technologies to create a range of unique

products will become an increasingly important competitive advantage that SMEs can

exploit in the wake of the 4IR. Also revealed is the fact that the fourth industrial

revolution will primarily affect customer expectations, product enhancement,

collaborative innovation, and organisational forms; all of which are traditionally

enabled and supported by knowledge management. Consequent upon the highly

probable intense impact of the 4IR on organisations, this paper has reviewed the

literature on how knowledge management can be practised by SMEs. Owing to the

industrial nature of the subject and object of focus, the paper adopted an integrative

review of both industry-based and academic articles.  Hence, a manual search of

both purposively selected industry-based articles and academic reviews were carried

out on various websites and databases, with the emphasis on the terms: knowledge

management, SMEs and 4IR or Fourth Industrial Revolution. The study randomly

reviewed 17 industry-based and 10 academic articles, bringing the total number of

reviewed articles to 27. The study revealed that SMEs are faced with challenges, but
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can leap into the 4IR through highlighted knowledge management strategies,

grouped under people, processes and technology. The study also proposed a

framework to this effect.

Keywords: Knowledge, knowledge management, SMEs, 4th industrial revolution.

Introduction 

The emergence of the fourth industrial revolution (4IR), an era of comprehensive

networking and computerisation of all areas of production, is changing the methods of

acquiring, processing, storing, retrieving and using knowledge. It is an era of a

paradigm shift marking the transition of work from a real physical world to a virtual

world. This enables companies, not only to organise their production processes more

efficiently, but also, for example, to manufacture customised products within the

framework of, and at the same cost as, automated manufacturing. From the

foregoing, it is apparent that work processes and the approach to knowledge

management will change, and entirely new business models will emerge. While there

are great expectations of the possibilities that will arise from the 4th industrial era,

especially in the initial phase of socio-technical change, there is, however, a high

level of uncertainty about the social consequences of these new technologies

(Wilkesmann and Wilkesmann, 2018:239), particularly for SMEs (OECD, 2018).

SMEs contribute to more than one third of GDP in emerging and developing

economies and account for 34% and 52% of formal employment respectively (OECD,

2018: 5).  In the last decade, employment in SMEs has steadily increased at the

global level. Over 2003-16, across 132 countries, the number of total full-time

employees in SMEs has nearly doubled, from 79 million to 156 million (International

Labour Organisation (ILO), 2017:17). This is a pointer to the huge contribution of

SMEs to job creation, making it essential that SMEs are intensively nurtured to

operate effectively in the 4IR. However, research projects on how SMEs can explore

knowledge management to implement in the 4IR era are limited.

The purpose of this study is to identify, compile, and develop a framework from

reviewed knowledge management activities that SMEs can prioritise for optimum
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performance and competitive advantage in the 4IR era. To achieve this, the study

answered the following questions: What is the relationship between 4IR, work

processes and knowledge? What factors can SMEs leverage on in the 4IR? What are

the challenges SMEs face that can impede their integration into the 4IR? What

knowledge management strategies can SMEs adopt to ease their integration into the

4IR? What knowledge management enabling framework can be proposed to sustain

SMEs in the 4IR?

Fourth Industrial Revolution (4IR), work processes and knowledge 

It has been suggested that the 4IR will probably eliminate most human jobs (Frey and

Osborne 2017:268), but the question is: if the knowledge that generates innovation,

the attendant competitive edge and improved performance is tacit in nature (Pereira,

Ferreira and Alves, 2012: 175; Williams, 2011:52), do robots and robotics possess

the knowledge that will render humans dispensable in organisations?  This author,

going by the attested submission that tacit knowledge is human embedded, argues

that the 4IR is still dependent on tacit knowledge. Frey and Osborne (2017: 268)

depict a scenario in which a large percentage of human work will be substituted by

machines. They report that as at 2016, up to 47 per cent of workers in the United

States are in occupations that will likely have some individual activities automated

over the next 10 to 20 years. Bonin et al. (cited in Schroeder, 2016a:13) corroborating

this, report that 42% of such jobs, in the German context, and 12 per cent of all jobs,

are subject to a high probability of automation. Contrary to these findings, and in

support of the position of this author, Schröder (2016a:14) reports that the 4IR can

unfold its potential only by means of the practical knowledge, expertise and

compliance of employees. The author further notes that employees’ qualifications and

experience have to be deployed in the 4IR for continuous improvements. 

According to Schröder (2016:13), workers’ practical knowledge that cannot be coded

cannot be replaced by smart technologies. Schröder’s standpoint was in line with that

of Wilkesmann and Wilkesmann (2018: 250), who in their study assert that even if

digital systems follow the idea of swarm intelligence, as shown in the case of

intelligent automation, the application itself temporarily remains at the stage of
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reproducing and automating routine work, and is not able to create innovations itself.

Fraunhofer and Ingenics (cited in Bonekamp and Sure, 2015: 35) submit that the

intelligence of technological systems is still mapped out by human beings and will not

replace the ability of human beings to react flexibly and creatively to unforeseen

events, and that the practical knowledge or know-how of production workers and their

reflective and adaptive capacities, paired with machine precision and speed, will

make the 4IR effective. As such, technologies can only take over repetitive work,

activities that are controlled, and clearly defined and stable as a process (Fraunhofer

in Schroeder 2016a:14). Summarily, Visser (in Koigi, 2018, para. 10) concludes that

“… one thing robots cannot be, is human.” The above discussion suggests that the

work processes in the 4IR are highly dependent on knowledge, especially the

knowledge possessed by employees.

Success factors for SMEs in the 4IR

The above arguments present a standpoint that SMEs can leverage on; that is, the

experiential, or tacit knowledge of its employees. Before the 4th industrial revolution, it

is the products that determine demand, leading to mass production by large-sized

enterprises.  It is, however, proposed that in the 4IR, production and consumption will

become customised because it is demand that will create products, and this will be

led by innovative start-ups and small and medium enterprises (SMEs). Schiuma,

Durst and Wilhelm (2012:638) explain that SMEs need to explore KM, particularly the

management of knowledge embedded in employees, and more so in the era of the

fourth industrial revolution. From the foregoing, it is safe to conclude that the ability to

gather, combine and use the knowledge embedded in people and technologies, to

create a range of unique products, will become an increasingly important competitive

advantage that SMEs can leverage on in the wake of the 4IR. Also revealed is the

fact that the fourth industrial revolution will primarily affect customer expectations,

product enhancement, collaborative innovation, and organisational forms, all of which

are traditionally enabled and supported by knowledge management. 

Kaeser (cited in Phillips 2019:para. 8) explains that the 4IR is dependent on

knowledge, and according to the World Economic Forum (2017:n.p.), the fourth
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industrial revolution will affect new business models and different skills and talents, all

of which are enabled and supported by knowledge management. The forum

highlighted some of the most prevalent aspects that knowledge management will

need to support in the 4IR, such as: identifying and leveraging the skills and

competencies that robots cannot “learn”; identifying and “contracting” sources of

knowledge or crowd resourcing; localising global knowledge; smart organisations and

continuous access to knowledge and creating employee-centric hubs; sourcing of

relevant data and ensuring that data are clean prior to analysis; ascertaining the

relevance and the value of capturing and sharing experience; social innovation and

the sustainability of knowledge; social networks and empowering the global

employee; ensuring that devices are connected to the Internet of Things and that

knowledge can be created from the connectedness of devices; and ensuring the

safety and privacy of employees. 

Desouza and Awazu (2006:32) note that SMEs, in particular, need KM, and can

compete on their know-how, which requires that they use knowledge, more than

traditional resources, to their advantage.  The authors suggest that while most SMEs

do not have the financial means to spend on resources, such as land, labour, and

capital, they can, however, do more with less, by leveraging on knowledge, which has

been identified above to be critical to work processes in the 4IR. 

Knowledge management challenges of SMEs in the 4IR

This study defines knowledge management as a system of processes, people, and

technology working together to increase the performance of organisations through

learning (Seleim and Khalil 2011:588). In other words, knowledge management can

be said to be a dynamic connection of structural and capital factors, organisational

learning, innovation, skills, competencies, expertise and capabilities. Liebowitz (2016:

1) adds that knowledge management is 80% people and processes and 20%

enabling technology. From the discussions above, it is evident that the dimension of

knowledge management will change radically in the 4IR, and this poses a challenge

to corporate organisations, particularly small and medium scale enterprises. 

about:blank
about:blank
about:blank
http://www.smecorp.gov.my/index.php/en/component/content/article/189-malaysia-weekly-economics-news-article/2359-viewpoint-by-datuk-dr-hafsah-hashim?highlight=WyJoYWZzYWgiLCJoYXNoaW0iLCJoYXNoaW0ncyIsImhhZnNhaCBoYXNoaW0iXQ==&Itemid=437
http://www.smecorp.gov.my/index.php/en/component/content/article/189-malaysia-weekly-economics-news-article/2359-viewpoint-by-datuk-dr-hafsah-hashim?highlight=WyJoYWZzYWgiLCJoYXNoaW0iLCJoYXNoaW0ncyIsImhhZnNhaCBoYXNoaW0iXQ==&Itemid=437
about:blank
about:blank
about:blank


50

Schroeder (2016a: 5) and Schiuma, Durst and Wilhelm (2012:638) observe that KM

strategy in most SMEs is not comprehensive enough. Hylton (cited in Ho, 2012: 2)

notes that SMEs are as much in need of knowledge management as large

enterprises. The author suggests that the world is changing rapidly, resulting in the

proliferation of competitors for profit, which in turn puts enormous pressure on

companies, either large or small, to innovate and develop products rapidly. It was

further highlighted that innovation and rapid development require fast-tracked use of

knowledge, which must be managed efficiently, effectively and securely. Today, we

live in a knowledge-driven global economy, where knowledge is a commodity that

provides sustainable competitive advantage. This requires that SMEs need to know

their knowledge assets and how to manage and make use of them to get maximum

returns (Lee et al. 2005: 3 - 4).

In a German study, Schroeder (2016a: 11 - 12) reports that four out of ten SMEs do

not have a comprehensive 4IR strategy, compared with two out of ten large

companies; and as decried by OECD (cited in Cusmano, Koreen, and Pissareva,

2018: 5), “… SMEs are lagging behind in the digital transition”. The organisation

further reports that a large number of SMEs have not been able to reap the benefits of

the technological transition due to: limited adoption of digital technologies; a lack of

investment in complementary knowledge-based assets, such as R&D, inadequate or

unskilled human resources, organisational changes, process innovation and lack of

cloud computing, which is the renting of computer power from an external provider so

that smaller firms can use Big Data, without the barriers associated with the high fixed

costs of ICT investment. The OECD Going Digital project alerts that the lag has

implications for SMEs’ capacity to turn technological change into innovation and

productivity growth (OECD 2017b: 15). It is also suggested that SMEs in developing

countries need to take optimal advantage of the 4IR, in spite of the lack of finance,

lack of skilled employees, limited technological resources and key employees leaving

the organisation (Seseni and Mbohwa 2019:3014). Schroeder (2016b:11) suggests

that, since there is great innovation potential for SMEs, their framework conditions

need to be promoted, so that they can compete in the era of comprehensive

networking that the 4IR is. From the foregoing, it is safe to conclude that while SMEs
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currently have challenges that can impede their full integration into the 4IR platform,

they can harness knowledge management activities in order to leapfrog into the 4IR.

The data gathered from the review are as presented in the methodology section.

Consequent upon the highly probable intense impact of the 4IR on organisations, it is

critical to consider how knowledge management is practised by SMEs, in the context

of the 4IR. For instance, given that knowledge management can be described as the

deliberate and systematic coordination of an organisation’s people, technology,

processes, and organisational structure, in order to add value through reuse and

innovation, what happens to knowledge management in SMEs in a world where

employees are to be replaced by robots? How will SMEs manage knowledge in an

era where tacit knowledge appears less valuable since decisions will be made

rationally and scientifically? 

Methodology

The interrelationship between the subject (KM in the 4IR) and the object of interest

(SMEs) in the present study have not been sufficiently explored, as revealed by

online search attempts using the keywords in online databases such as Scopus and

Taylors and Francis. The author explored Google search engine, and discovered that

there were available industry-based articles written by SME practitioners, that could

provide some insights into the required knowledge management strategies that can

assist SMEs in the 4IR. Hence, this review adopted an integrative review of literature

comprising both practitioner and academic articles. The integrative review method

allows for the incorporation of diverse methodologies that capture the context,

processes and subjective elements of a research topic.  According to Whittemore and

Knafl (2005:552), integrative reviews can include non-experimental research; such as

case studies, observational studies, and meta-analyses, but may also include

practice applications, theories, and guidelines. Russell (2005: 4) reports that in an

integrative review, the accessible population is all published reports related to the

topic of interest; hence, the data collection involves a systematic search of all the

reports that are relevant to the topic. Therefore, the target population can be said to

be all the relevant studies that pertain to the topic. This implies that this study set out

about:blank
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with no targeted population or sample. Rather, the content analysis of eligible articles

was carried out to identify and extract relevant themes that pertain to knowledge

management.

These terms included knowledge management, SMEs AND 4IR OR fourth industrial

revolution, and must feature distinctly in the title, keywords and abstracts; as the case

may be.

A manual search of both purposively selected industry-based articles from various

websites, and academic reviews, using Google Scholar, was carried out with

emphasis on the search terms defined above. For the extraction of themes,

knowledge management is conceptualised as a system of processes, people, and

technology; hence themes relating to people, processes and technology were picked.

The study randomly reviewed 17 eligible industry-based and 10 academic articles,

bringing the total number of reviewed articles to 27. The extracted data was analysed

using narratives, tables and charts.  

The data extracted from each article were:

• The author(s)

• Study location

• Sector of SMEs 

• Themes for knowledge management strategies

Findings and discussion

This section presents the summary of findings from the reviewed existing literature

and the extracted themes. 

What is the relationship between 4IR, work processes and knowledge? 

The review revealed that the 4IR, though highly technology-based, is dependent on

knowledge, particularly tacit knowledge, which induces innovation, and is not

possessed by robots.  Literature also indicated that with the combination of people,

technology and work processes, organisational participation in the 4IR will be

boosted. In other words, while the 4IR will change the way work processes are done,

knowledge remains a central factor that SMEs can leverage on, using people and
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technologies, to perform optimally (Kaeser cited in Phillips 2019:para. 8; World

Economic Forum, 2017: n.p; Fraunhofer and Ingenics cited in Bonekamp and Sure,

2015: 35).

What are the challenges SMEs face that can impede their integration into the 4IR? 

From the review, the following, among others, are identified as challenges that can

prevent SMEs’ integration into the 4IR.

Source: (Schroeder 2016a:5; Schiuma, Durst and Wilhelm 2012:638; Schroeder, 2016a: 11 – 12; 

Seseni and Mbohwa 2019:3014).

The findings in the following section apparently corroborate the fact that these are

challenges that can hinder the progress into 4IR integration.

What knowledge management strategies can SMEs adopt to ease their integration

into the 4IR? 

This section presents the thirteen overarching themes that were extracted from the 27

articles reviewed and that illustrated some demographic details such as the

geographical and sectoral distribution of the study. The tabulated and charted results

are: the summary of data extraction; generation of overarching themes on KM

strategies, which was done using the frequency counts of extracted themes;

description of emerging themes on KM strategies; sectoral distribution of SMEs;

geographical distribution of SMEs; and the themes for KM strategies and enabling

frameworks. The analyses of the extracted data are presented using Tables 1-6. The

summary of the extracted overarching themes is presented in Table 1.

•Lack of comprehensive KM strategy

•Lack of comprehensive 4IR strategy

•Limited adoption of digital technologies

•Lack of investment in complementary knowledge-based assets

•Inadequate or unskilled human resources

•Lack of process innovation

•Lack of cloud computing

•Lack of finance

•Limited technological resources

•High employee turnover
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The study extracted 13 overarching themes from the review. Table 2 presents the

frequency count of each overarching theme.

The overarching themes in Table 2 support the fact that adopting these strategies can

help SMEs to overcome some of the identified challenges. The selected overarching
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themes are hereby discussed in alphabetical order (Table 3), as knowledge

management activities that SMEs can include in their operations to enhance their

integration into the 4IR.

Table 3:  Description of overarching themes as KM strategies
S/N Overarching theme Description as KM strategies
1 Adoption of ICT ICTs are essential to facilitate business processes for SMEs, as 

they enable improved external communication and quality of 

services through the use of Internet-based technologies 

(computers, Internet, websites, mobile phones, other wireless 

communications devices and computer networks). ICTs provide 

the channels for acquiring, storing, sharing, collaborating, 

categorising, dissemination and reuse of knowledge in faster and 

more convenient ways, both within and between organisations 

(Omona., van der Weide and Lubega 2010: 91). SMEs need to buy 

into the adoption of SMEs to survive in the 4IR
2 Automation The concept of automation, a prominent feature in the smart 

industry, is described by Groover in Schumacher, Sihn and Erol 

(2016:3) as “the technology by which a process or procedure is 

accomplished without human assistance”. Fernández-Macías 

(2018: 14) understands automation to mean the replacement of 

(human) labour input by (digitally-enabled) machine input for some 

types of tasks within production and distribution processes. The 

process of automation serves to make physical objects and 

information available at the right time, at the right place and in the 

right quantity. SMEs need to buy into this for effective knowledge 

management in the 4IR.
3 Cloud computing Cloud describes the use of a collection of services, applications, 

information, and infrastructure, which comprises pools of 

computation, network, information, and storage resources (Dave, 

Dave and Shishodia 2013:619). The advent of cloud computing 

has opened numerous avenues that are not fully harnessed in the 

management of knowledge. Cloud computing involves the 

development of many existing technologies and approaches to 

computing into something different. Cloud separates application 

and information resources from the underlying infrastructure, and 

the mechanisms used to deliver them. It enhances collaboration, 

agility, scaling, and availability, and potentially reduces cost 

through optimised and efficient computing. Safar et al. (2018:626) 

emphasise software and cloud solutions as new technology that 

determines future business environments.
4 Collaboration/co-

aggregating/CoP

This includes collaboration of all organisational components, such 

as smart technologies (smart mobility, logistics, buildings, products 

and grids), and not just humans as we have in communities of 

practice (Figurska  and Sokóâ 2014: 237).
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5 Digitisation According to Fernández-Macías (2018: 14), digitisation refers to 

the use of sensors and rendering of devices to translate parts of 

the physical production process into digital information (and vice 

versa) to enhance the process, storage and communication of 

digital information. By digitising a process, one can understand, 

control and manipulate it much better. It is important to point out 

here that the concepts of digitisation and automation are two 

distinct, but merging concepts (Schumacher, Sihn and Erol 2016: 

5). It becomes clear that one cannot exist without the other, as any 

kind of automation nowadays requires digital elements to work 

without human interference (Fernández-Macías 2018:14) and any 

kind of digitisation requires elements to automatically handle and 

display information (Schumacher, Sihn and Erol 2016:5). 

Digitisation enables dematerialisation of information; limitless 

transfer of information between two points; transfer of information 

through copying; nearly no costs for reproduction of information; 

simultaneous utilisation of same information; convergence of 

transfer media for information; universality of information through 

conversion; additional control of information; enabling of data 

manipulation; existence of different levels of data; classification 

and indexation of information; higher degree of interaction 

between user and information.
6 Flexible 

organisational 

structure

It is suggested that organisational structures should be designed 

for flexibility (as opposed to rigidity) so that knowledge sharing and 

collaboration across boundaries are encouraged in organisations 

and across their supply chain. Gold, Malhotra and Segars (2001: 

188 - 189) opine that it is the combination of the KM structural 

dimensions of organisational structure and incentive systems that 

make up an organisation’s overall knowledge management 

structure. According to the authors, the formal organisational 

structures can promote or obstruct relationships among employees 

in an organisation. They recommend that organisational structures 

must be flexible to inspire sharing and collaboration across 

boundaries and give the firm the flexibility to adapt to the ever-

changing environment 
7 Hiring of digitally 

skilled workforce

According to Ciobanasu (2013: 50), KM is based on three 

important pillars: knowledge workers – individuals with thinking, 

learning and acting capabilities; processes, which follow an 

innovative approach for optimal performance of certain tasks or 

functions and products. systems. There needs to be a connection 

between people, processes, culture and technology. The balance 

leads to collaboration and teamwork. It is therefore essential that 

SMEs invest in the recruitment of a skilled workforce.
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8 Information/

knowledge gathering 

and sharing

The exchange of information among organisational employees is a 

vital component of the knowledge-management process (Cabrera 

and Cabrera 2002: 687). Knowledge sharing has been identified 

as a major focus area for knowledge management. Information/

knowledge gathering and sharing connect level of the individual 

knowledge workers in whom knowledge resides, and the level of 

the organisation, where knowledge gets its economic and 

competitive value (Hendriks 1999: 91).
9 Innovation Innovation is a knowledge-intensive process that has a definite 

knowledge culture and relevant requirements for knowledge 

management support (Paukert, Niederée, and Hemmje, 2004:1). An 

increasing amount of research on innovation and strategic 

management puts knowledge in the center of interest; and 

knowledge is discussed as the element of a recombination process 

to generate innovation, which helps to maintain a competitive 

position (Mardani et al., 2018: 13&  50 - 51). 
10 Networking and 

connectivity

Networking and connectivity builds a virtual community for the 

sharing of knowledge (Camison 2008). The developed pool of 

collective knowledge exceeds individual knowledge and is fully 

accessible by all members. Information technology (IT) 

breakthrough in information processing and connectivity boost 

knowledge management tremendously and connectivity enables 

the exploitation of the knowledge potential of disconnected 

organisations (Davenport and Prusak, 1998). 
11 Optimisation Process optimisation can be defined as reaching an optimal form 

of a process, that is the best possible in given circumstances. It 

has to do with the process logic (what is done and why) and the 

individual tasks and their effectiveness (how it is done). It enables 

companies to increase the effectiveness of their functioning and to 

flexibly match the changing business environment. Process 

optimisation makes it possible for organisations to increase their 

ability to achieve their goals. As suggested by Figurska and Sokóâ 

(2014: 238), if a company is able to achieve its goals better and 

quicker than competitors, its competitiveness increases. They note 

that the optimisation of organisational processes supports the 

development of organisations and their employees, as both can 

function as a better integrated system (Figurska  and Sokóâ 2014: 

245).
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All the above strategies are opined to be supportive of knowledge management in the

era of the fourth industrial revolution, and as reported by the sources cited in the

discussion, they can also induce optimum performance and competitiveness for

SMEs.  The study reviewed literature on SMEs from different sectors as presented in

Table 4.

12 Reassessment of 

business models

The World Economic Forum (2019, para. 6) reports that fewer than 

10% of companies’ business models are economically viable in 

order to compete effectively in a hyper-connected world; implying 

the 4IR, in terms of customer value, revenue growth rates and 

market valuation.  The forum suggests that the most successful 

business model today is the digital platform business model, which 

is predicted to mediate up to 30% of global economic activity by 

the year 2030. Corroborating this assertion, Kim (2016:22) reveals 

that platform business models are efficient and innovative. A 

platform is a business model that creates value by facilitating 

exchanges between two or more interdependent groups, usually 

consumers and producers. In order to make these exchanges 

happen, platforms harness and create large, scalable networks of 

users and resources that can be accessed on demand. Safar et al. 

(2018: 626) notes that SMEs presently have the challenge of 

implementing new technologies, and in modifying and adapting 

their business models. Hence, some business models have been 

proposed for the 4IR environment, which can also be explored by 

SMEs (Glova, Sabol and Vajda, 2014:1125). These include value 

and process/structural models.
13 Training and re-

skilling

In a survey performed on a group of 909 employees working in the 

creative sector of SMEs, in 2013, the development of employee 

competence was reported to determine the successful 

development of the growth and innovation of companies (Figurska 

and Sokóâ 2014: 243).

Table 4: Sectorial distribution of SMEs
S/N SME Sector Number % Source
1 ICT Sector 2 7.4 Chan (2019; Thaw( 2018)
2 Industrial SMEs 2 7.4 Zambon, Egidi, Rinaldi and Cividino (2019); 

Safar, Sopko, Bednar and Poklemba (2018)
3 Manufacturing 5 18.5 DTCOA (2018); Futcher (2018); Yu (2018); 

Koigi (2018); Ethozgroup (2018)
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The study reviewed literature on knowledge management strategies applicable to

both SMEs in different sectors (66.7%) and specific in ICT, manufacturing and

Industrial sectors.  It can be implied that the findings from this study can be applied by

all SMEs, irrespective of the sector. The geographical location of the source of the

review on knowledge management in SMEs is illustrated in Table 5. 

4 Generic 18 66.7 Halse and Ullern (2017); Wilkesmann and 

Wilkesmann (2018); Trento, Bannò, and 

D’Allura (2018); von Reiche (2019); Umrani, 

and Johl  (2018); Dassisti et al. (2017); 

OECD (2017a); Kleindienst and Ramsauer 

(2016); Orizi (2018); Schroeder (2016a); 

SME Magazine Asia (2019); Hashim 

(2016); Northsea region (2018); Phillips 

(2019); College (2018); Teqgroup (2018); 

Bizhub (2017) Vetnam Investment review 

(2017); Bolick (2019)

Total 27 100

Table 5: Geographical distribution of SMES
S/N Location No. % Sources
1 AFRICA (South 

Africa)

4 14.8 Futcher (2018); Koigi (2018); Phillips (2019); 

College (2018)
2 ASIA 

(Malaysia, 

Vietnam and

Singapore)

6 22.2 SME Magazine Asia (2019); Hashim (2016); 

Bizhub (2017) Vetnam Investment review (2017); 

Chan (2019); Yu (2018); Ethozgroup (2018)

3 OCEANIA

Australia

1   3.7 DTCOA (2018)

4 EUROPE 

(Germany,

Northsea Area 

and UK)

4 14.8 Orizi 

(2018); 

Schroed

er 

(2016a); 

Northsea 

region 

(2018)

; 

Teqgrou

p (2018) 

about:blank
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Of the location-specific reviews, the largest percentage came from Asia, followed

equally by Africa and Europe.  SMEs in Africa, represented by South Africa, are faced

with many challenges that can inhibit their growth, but are encouraged to buy into the

5 Non-specific 12 44.4 Zambon, 

Egidi, 

Rinaldi 

and 

Cividino 

(2019); 

Safar, 

Sopko, 

Bednar 

and 

Poklemba 

(2018); 

Halse and 

Ullern 

(2017); 

Wilkesma

nn and 

Wilkesma

nn 

(2018); 

Trento, 

Bannò 

and 

D’Allura 

(2018); 

von 

Reiche, 

(2019); 

Umrani 

and Johl 

(2018); 

Dassisti 

et al. 

(2017); 

OECD 

(2017a); 

Kleindien

st and 

Ramsaue

r (2016); 

Thaw 

(2018)
TOTAL 27 99.99
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adoption of the following knowledge management strategies for inclusivity in the 4IR:

connectivity, data collection for social change, mobility and traffic congestion,

innovation, optimisation, inter-organisational value chain innovativeness and

supportive partner knowledge, collaboration, abolishment of bureaucratic practices

and structures, adoption of knowledge-based learning paradigms and designs,

knowledge of systemic programme management, incorporation of collaborative virtual

networks of partners, cloud computing, collaboration, digitisation, reassessed

business models, proactive goals about change, and increased knowledge gathering

(Futcher 2018; Koigi 2018; Phillips 2019; College 2018). 

In order to overcome the challenges discussed in this section, studies have shown

that certain enablers must be in place for the successful implementation of knowledge

management, especially in the context of the 4IR.  Eze et al. (2013:229 - 230)

proposed a framework for sharing knowledge. The authors mention that for

knowledge to take place, employees in SMEs must trust each other, the organisation

must formalise their operations, appropriate knowledge technology must be in place,

and there should be empowering leadership, motivation, and an effective reward

system. Seseni and Mbohwa (2016: 3) also developed a framework that proposes:

organisational culture, sufficient time, management support, teamwork, effective

communication, employee motivation and trust. Farooq (2018:255), in an Indian

study, highlighted the following: organisational structure: rewards systems,

motivation, interpersonal trust, management support, information and communication

technology, knowledge sharing and business performance relationship. Seseni and

Mbohwa (2019:3014, 3020) brought to the fore the following: trust, teamwork,

motivation, management support and sharing knowledge; Schroeder (2016a: 5)

suggests that SMEs should create flexible organisational structures and boost their

employees’ interdisciplinary thinking. The above-mentioned frameworks have the

following in common: trust, motivation, reward system, organisational structure,

management support, and knowledge sharing. 



63

What knowledge management enabling framework can be proposed to sustain SMEs

in the 4IR?

Proposed KM model for SMEs in the 4IR

The proposed model will be based on the summation of Liebowitz (2016:1), who

noted that knowledge management is 80% people and processes and 20% enabling

technology. The study, therefore, grouped the extracted overarching themes (in the

order of highest to lowest frequency count), under the three KM components of

people, processes and technology as illustrated in Table 7.

Hence, the proposed framework is as presented below:

Table 6: KM strategies enabling frameworks
•Effective communication

•Empowering leadership

•Flexible organisational structures 

•Information and communication technology

•Trust

•Knowledge sharing and business performance 

relationship

•Management support

•Employee motivation 

•Organisational culture

•Rewards systems

•Teamwork

Table 7: Extracted Themes as KM Components
People-oriented Process-oriented

•Collaboration/co-aggregating/CoP 

•Hiring of digitally skilled workforce
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Conclusion

The 4IR is an era of a shift from a real physical world to a virtual world: organisations

not only need to systematise their production process more efficiently, but also create

customised products. This has its attendant effect on knowledge management and
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business models. In the 4IR, driven by demand, production and consumption will

become customised and small and medium enterprises (SMEs) will be key

contributors (OECD 2018: 5). SMEs contribute to more than one third of GDP in

emerging and developing economies, making it essential to give SMEs due attention

for improved performance. In the knowledge-driven global economy, knowledge is a

commodity that provides a sustainable competitive advantage. This requires that

SMEs need to know how to manage and make use of their knowledge assets, in

order to get maximum return, particularly given the expected impact of the 4IR on

organisations, which makes it critical to consider how knowledge management is

practised by SMEs. There is a plethora of knowledge management tools and

solutions in the market; however, they are targeted at very large multinational

organisations, with little aimed at SMEs.  In addition, specific studies on the required

KM strategies that SMEs can employ for successful operations in the 4IR are not

easily available or accessible. Therefore, this study sought to reduce these gaps and

the dearth of literature on the practice of knowledge management by SMEs in the

context of the 4IR. 

The reviewed literature revealed that merging knowledge management strategies

with SMEs’ work processes will enhance their performance in the 4IR environment.

The study also highlighted that currently SMEs are faced with challenges, such as

limited adoption of digital technologies; a lack of investment in complementary

knowledge-based assets, such as R&D, inadequate or unskilled human resources,

organisational changes, process innovation and lack of cloud computing; all of which

can deter their integration into the 4IR.  Furthermore, the study identified knowledge

management strategies that SMEs can explore to blend into the 4IR. The study also

noted that, people, processes and technology are the three knowledge management

structures required for organisational performance and improved competitiveness,

which SMEs can include in their operations in the 4IR environment. Therefore, this

study differs from existing literature on the subject of knowledge management in

SMEs in the 4IR, by blending the people, processes and technology structures, and

using this to propose a KM framework for SMEs in the 4IR. From the review, as

presented in the framework, digitisation and automation appear to be the first step on
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the ladder under the technology cluster, while collaboration, followed by the hiring of a

skilled workforce, leads the people segment; and under processes, both innovation

and information/knowledge gathering and sharing are most essential.  

The study integrated both industry-based articles (via organisational websites) and

academic articles (via databases), and submits that SMEs, in spite of the challenges,

can adopt the proposed 4IR knowledge management framework, to leapfrog into the

4IR. 

Findings from the study imply that the concept of the 4IR does not mean complete

automatic job loss by humans to robots. That is, organisations, such as SMEs, do not

have to fold up in the 4IR era. Literature findings imply that while routine tasks can be

automated for performance by robots, innovative jobs are highly dependent on

human-embodied knowledge, and as such, the management of knowledge, both tacit

and explicit, will continue to be required. Furthermore, findings suggest that SMEs

have the people advantage and can leverage on this, in addition to technologies, to

perform optimally in the 4IR. SMEs would only need to adopt appropriate knowledge

management strategies, as identified by this study, to achieve this task. 

The following are the recommendations from this study:

SMEs should leverage on the tripod stand of people, processes and technology by:

• Employing a workforce with digital skills; encourage collaboration and the 

formulation of communities of practice.  

• Ensuring technology-enabled and driven work processes through the 

adoption of relevant technologies, networking and cloud computing.

• Adopting a more flexible and innovative organisational structures, making 

training and re-skilling a consistent practice, and reassessing their 

business models to favour the comprehensive networking nature of the 

4IR.

Policy-makers and stakeholders in the SME sector should provide enabling

environment and infrastructures, such as improved national bandwidth, affordable

networking tools, and stable power, especially in the developing country context, for

SMEs to operate in the 4IR era. 
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The study suggests that future studies investigate the method(s) of implementation of

each strategy by SMEs, in order to stay relevant and competitive in the 4IR.
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